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Abstract: This paper describes an identity based mobility architecture, which relies
on the Identity Management System for mobility decision and execution. This is
achieved by clearly separating mobility into a two step procedure: decision and
action. The decisions are outsourced on the ldentity plane, while the action (moving)
is carried out by a protocol agnostic mobility architecture.
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1. Introduction

It is becoming clear that Identity will play a major on the Future Internet. It provides a
wealth of features, such as new semantics for the network, enhanced user centric
capabilities, and a rich information environment with unrivalled levels of privacy, security
and. The SWIFT [1] (Secure Widespread Identity for Federated Telecommunications)
project is taking advantage of such features and applying identity not only as an application
layer technology, but as a network driving force that can be couple different layers [4],
focusing on a user centric network. The resulting paradigm, according to the Swift
framework [3], is that most network information is identity bound turning identities into the
new communication endpoints [13].

In spite of this transition, mobility still focuses on devices and associated physical
conditions. Until recently, the most important information for mobility was the device’s
signal strength, coupled with available networks. For the Future Internet we need to
consider a plethora of factors like user preferences, user and network policies, service
information, permissions or network conditions, resulting in a wider set of requirements [2].

The common denominator drops to identity, where most information is now directly or
indirectly tied to the user identity, elevating the IdM system to the driver seat of the
network, and consequently, mobility. Having identity at the core of the mobility
architecture enables a user centric approach to information and policy distribution
capabilities: the identity framework naturally fits a control view of mobility, since it stores
many of the user’s and network’s policies, along with relevant user attributes, accessible on
demand. Such benefits have already started to be uncovered as stated [17] and [15], where
identity centric networks begin to show their value for both network and user.

We propose to bring identity to the core of mobility management by separating the
control process for mobility from the action of moving between networks or devices. The
guiding concepts for such separation are discussed in Sec. 3 while Sec. 4 details the
emerging paradigms, leading to the architecture presented in Sec. 5. We conclude the paper
in Sec. 6 by discussing the benefits and drawbacks of such solution.
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2. Related Work

When considering mobility management, the natural bias is towards the operational aspects.
In such landscape, attention is mostly devoted to classical mobility solutions, of which
Mobile IPv6 [5] and derivates have become the standard approach. These solutions focus
almost entirely on the operational aspects of device mobility, and can be considered a tool
that solves one aspect of mobility, but does not provide a strong framework for handling
the informational and control aspects of mobility. Similarly, other mechanisms enable
different types of mobility, like the Session Initiation Protocol (SIP) [8], which can be used
to implement terminal, service, session and even personal mobility, but again only targeting
operational aspects. From the previous protocol examples, we can acknowledge that there is
no common approach that aggregates different mobility protocols, thus creating a gap on
how to integrate them together both in control and operational views.

An architecture that introduces identity as a main actor in the network is the Host
Identity Protocol (HIP) [7]. It provides a method of separating the identifier and locator
roles of IP addresses by introducing a new Host Identity name space, based on public keys
that represent the host’s identity. While HIP is operational in nature and does not provide a
mobility decision framework, it shows how useful identity information can be in the
network. This already enables some form of integration with Identity Management as
addressed in [15]. However, a formal framework that integrates a common mobility driver
IS missing, whether based on Identity or not.

A recent standardization effort was focused on information distribution for handover
mechanisms. IEEE 802.21 [14] defines media independent handovers (MIH) functions that
enable a low level information distribution mechanism to assist the mobility process. By
using the Media Independent Information Service (MIIS) it provides a network oriented
approach for information distribution, which enables mechanisms for information
distribution for the handover process, but fails at providing a cross layer mechanism given
its narrow applicability. This is another useful tool in mobility management, but not a
vertical control layer. By manipulating 802.21 as a tool, the mobility extensions presented
in [12] try to gather as much input as possible both on the network and on the terminal,
covering Quality-of-Service and network related user preferences to perform “smarter”
mobility decisions. While interesting, and a step in the right direction, this solution fals
short of the cross layer approach that is required for the Future internet. Such solutions
leverage the operational aspects of the different protocols, but do not make a strong
argument for a common and vertical mobility and informational management layer.

Most of the aforementioned solutions fail acknowledge what we see as a requirement:
it’s not about moving devices, it’s about the user and user centric processes. Mobility is just
an action like any other that requires a strong control layer that does not focus on signal
quality or similar metrics but that on a cross layer approach that empowers the user and the
Future Internet.

3. ldentity Centric Mobility Management

Identity brings forth advantages to user and service interaction. The concepts that stem from
identity management architecture revolve around enhanced security and privacy as part of
the core system value. The SWIFT framework [3][17] expands on these concepts to provide
a cross-layer architecture with a vertical notion of identity, which goes beyond current IdM
systems, SAML [16] based architectures, the current standard for 1dM, rely on the
generation of pseudonyms for each service, breaking the user identity into small pieces that
are presented at different providers. In SWIFT, these pseudonyms are not restricted only to
the service provider, but rather compose a complete identity, that encompasses all layers.
As the user interacts with different services the user assumes different (virtual) identities
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(e.g. work profile or family profile), as described in the Virtual Identity (VID) Framework
[4]. The VID framework systematizes the approach that a user has many different identities,
instead of a single information set. Each of these virtual identities has different preferences,
attributes, credentials and policies, leading to a volatile environment, where interaction are
defined per virtual identity, even on a network level. Consequently, every network
interaction is influenced by identity information, a key concept of the VID framework,
where identities are the real endpoints of the communication. In this ecosystem, the IdM
system gains a new dimension by defining itself as a core technology.

3.1 — Identity Management Architecture

When referring to 1dM systems, we are considering a specific subset of entities that provide
the basic 1dM functions: strong authentication and authentication between all the involved
entities; secure attribute exchange and information storage; policy oriented mechanisms as
privacy and decision enablers for the aforementioned functions. These key issues define the
tools that will be required for building the mobility architecture.

The SWIFT Identity Management architecture® [3] is a SAML 2.0 [16] based system
with cross layer functionalities, enabling authentication, access control and a distributed
policy environment. It’s composed of three primary entities:

e ldentity Aggregator (IdAgg): The IdAgg stands out as the coordinating entity for all
user related information, and is present in every identity provider’s domain. It stores the
user’s VIDs and pseudonymized references to all user information (e.g. attributes or
authentication context). It knows where such information is stored (even though not
storing it itself for privacy preservation purposes), by interacting with the remaining
SWIFT entities.

e Authentication Server (AuthS): The AuthS provides the key authentication related
features for the end user and associated information. It stores policies, authentication
contexts, and any relevant information to provide important features like authentication,
access control and Single-Sign-On.

e Attribute Server (AttS): The ALttS is the central information repository which stores user
related attributes, allowing the retrieval and storage of user information. It stores user
information, referenced by pseudonyms thus protecting user privacy.

For the mobility architecture, both the AuthS and AttS can be directly reused, but the

IdAgg, given its central role, should be the core entity for the mobility aspects. Also

noteworthy is that part of the lure of 1dM systems is the creation of distributed policy

environments [9], where policies play an important role in the framework, for access
control, information, context or networks, among other resources.

These features determine the basic components of the IdM Infrastructure that will have
the most active role for the mobility management functions.

3.2 — Identity Driven Mobility

As mobility becomes less about maintaining sessions and more about enabling a better user
experience, it is this user centric characteristic that turns mobility into and identity driven
process. The paradigm is becoming about user centric information, and applying network
functions towards user needs, rather than centring the mechanisms on the network itself. As
such, a plethora of vectors contribute to the decision of where a terminal attaches and
whether it is necessary to change point-of-attachment. To accompany the shift, it becomes
clear that the mobility functions must be defined according to the notion of identity. It
should be possible to formulate identity dependent mobility decisions. We rely on a rich

! For more information on the SWIFT IdM architecture please refer to [17], [3], [10] and [1].
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information set and the application of mobility protocols as tools transformed into a
cohesive architecture by a vertical 1dM layer.

To provide a rich information environment we use the attribute server as storage for
mobility and user related information, rather than creating protocol dependent entities that
store only a subset of information (e.g. MIIS server in 802.21). The dynamic nature of the
information that contributes to the handover and mobility decisions implies the use of an
adaptive structure (not the semi-static information types defined by current protocols) since
we cannot presume to define all the information that will be important for mobility in the
Future Internet. Also, the information can be shared across different protocols, rather than a
protocol-specific silo.

Focusing on the protocol tools, no single protocol has proven to be superior to others,
especially considering different layers. Therefore, we must acknowledge that in the future
internet there will one single protocol, but many, performing there individual functions.
This will create a need for a coherent control layer that will naturally fall on the 1dM plane.

Finally, a key issue for using the IdM as a primary element in the mobility management
architecture is that there is a tight authorization and access control, which is particularly
interesting when defining complex mobility scenarios that involve multiple network
providers with different identity-dependent attributes, such as Quality-of-Service or
technology availability.

4. Splitting Mobility into Control and Action

We propose a clear definition of mobility as a two-step process, consisting first, the
decision and second, the actual process of triggering and executing mobility. While the
decision process that will guide user or session movement is ultimately protocol
independent, mobility management is clearly linked with the protocols used at different
levels in the network. The entire mobility decision process forms the control layer, while
the process of triggering mobility, i.e. determining the necessary actions and performing
them, is the actuation layer. This lead to the separation shown in Figure 1 where we can see
the mobility process divided in two layers: the Mobility Control Layer and the Mobility
Actuation Layer. A brief description of each layers are presented next (a complete
description and discussion can be found in [10]).

Identity

Management Control Layer

Mobility
kManagement

h

l Terminals /

Actuation Layer
Terminals

4

Figure 1 — Control and actuation duality

4.1 — Mobility Control Layer

The first part of the proposed mobility management scheme is protocol independent,
serving a dual purpose: it acts as the information repository for storage, and as the decision
plane, based on cross-layer information focusing on mobility as a policy based mechanism.
Acting as the information repository the control layer is concerned with both static and
dynamic information. Static information can be characterized as capabilities or features of
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user (e.g. preferences), network (e.g. contracted bandwidth) and devices (e.g. display size).
On the other hand, dynamic information deals with the surrounding environment or
conditions (e.g. network load or user location) and policies that define the guidelines over
capabilities and environment. Consequently, the identity control layer should act as the
information hub for all data relating to mobility protocols and decisions.

The entire information collected from the network and user, should then be coalesced
into a relevant control pattern that establishes what actions should be taken (policy trigger
and driven), to enable the mobility processes, conveyed the results of the policy executions
as mobility decisions, pushed into the actuation layer.

This high level process is shown Figure 2 where a “control decision” taken in the
identity management component is translated into an “action” of moving the session from
one identity to another, establishing a barrier between control, and all the necessary
function, and the action of moving the session between identities.

|dentity
Management

e ™ Move session
From VIDA to VID B

ﬁ\‘ # (——%Ol

//' Service

+Action

\_VIDB

End User Device

Figure 2 — Mobility Management split into Control and Action using IdM

4.2 — Mobility Actuation Layer

The high level mobility process decisions are outsourced to informed components relying
on identity management. But, once a decision is sent from the control layer, it will need to
be converted to protocol actions as also highlight in Figure 2. Consistent with the two step
process, the actuation layer is able to determine what actually needs to be done in results of
a decision, and how to realize those actions. This is achieved by introducing a protocol
independent adaptation layer, and a protocol dependent action enabler:

e Generic Actuation Layer (GAL): Provides high level abstractions that can be used in
mobility centric decisions, and breakdown generic identity driven decisions into
protocol and layer oriented decisions

e Protocol Actuators: Take the executions of the GAL and propagate them as protocol
specific operations.

Identity (Information) Layer

Generic Actuation Layer

Protocol Protocol
Actuator Actuator

Protocol
Actuator

Figure 3 — Generic mobility and identity abstractions.

By taking advantage of semantics capable of describing the mobility process, in generic
terms, the identity management components are able to apply policies, and convey

Copyright © 2010 The authors www.FutureNetworkSummit.eu/2010 Page 5 of 9




decisions to the mobility management components. But, the semantic should not be focused
on specific mobility action that must be taken. Therefore, the GAL converts the high-level
decision, by clearly identifying the available identities, sessions and devices, into actions
that fit the granularity of the mobility protocols. This allows mobility to be expressed
independently of the protocol and a parallel course of action towards the protocol actuators,
which provide the functions and triggers to directly cause their mechanisms to be operated.

From an abstract approach, we must provide a common semantic approach to mobility,
enabling the dissemination decisions, understood at the GAL, that translate into particular
protocol actions.

5. Generic Mobility Architecture

Control and actuation define the two concepts which become the cornerstone of the
proposed identity driven mobility architecture. However, the strength of this approach relies
on the translation of these concepts into feasible entities that are transposable onto the Swift
architecture. Moreover, these abstract roles will allow modelling the mobility process
encompassing multiple protocols and still remaining consistent through a common control.

5.1 — Architectural Components

The basic assumptions for defining the generic entities are that control is done through
information and decisions, while the actuation process is the enforcement of the decisions
originating in the control layer. The specified requirements can also be observed in generic
access control frameworks, from which we reuse the decision and enforcement concepts
resulting in the three entities describes below:

e Mobility Information Points (MInP): The entity that stores information that is
pertinent to the mobility process. It stores domain related information depending on the
level it operates. These entities can be distributed across the network, targeting several,
already mentioned, 1dM specific functional boxes, as well as user devices, for user
generated information. This can be the attribute server, the identity aggregator or a new
(distributed) component.

e Mobility Decision Point (MDP): This is the entity that gathers both the static and
dynamic information, executing the decision process controlling mobility. This entity
can be distributed over the network where mobility information has relevance. A few
examples are the access network, the local mobility domain, the global mobility
domain, as well as the device for user centric information and mobility events.

e Mobility Enforcement Point (MEP): The mobility enforcement point should interact
with the decision point, by sharing the abstract interface layer to that effectively bridges
the decision into protocol operation. This should be mostly network entities, protocol
specific, and the user devices, which will be part of the focus of the actual mobility
process.

This approach enables us to model the entire mobility process, while reusing the entities

and protocol which are already in place. Mobility is triggered by MEPs which use GAL to

collect and transform network and user event into the correct mobility semantics. Mobility
decision request is sent to MDP which based in information collected from MInP, decides if

a mobility action may be performed. If the result is to perform a mobility action the inverse

flow happens, after receiving the decision, from the MDP, GAL translates mobility

semantics to specific mobility protocols and finally MEPs execute the necessary changes in
the network to accomplish the mobility task.
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5.1.1 Identity control plane for mobility

Given that the previously defined entities are generic, we can treat them as roles, which
already deployed entities can perform. Based on the two critical roles (decision and
enforcement), we divide the control plane into an information management component, and
a policy execution component, assumed by each relevant entity on the network.

Most of the mobility decision process can be offloaded to network entities, residing in
the control plane, which has access to cross-layer information. But, this is not the sole case
where mobility decisions occur. When the local network or visited domain also controls the
mobility within its networks, leading to network based mobility management, they are also
mobility decision points. They do so by leaning upon network conditions which will not
directly involve information residing on user’s IdAgg, turning the local mobility
management entities into a specialized MDP, which focus on specific aspects of the
network. Further examining the proposed organization, the terminal too can be a mobility
decision point, apply user policies and inter-provider policies that do not concern a single
network provider or event Identity Provider. The control plane for mobility then results in a
selection of decision and enforcement points scatter through the 1dM system, the mobility
system and the terminal (which is a part of both), as better understandable in Figure 4,
where the defined elements interact through control primitives.

However, it should be noted that policy evaluation can be a daunting task, taking much
longer than a few seconds. For particular cases, where movement decisions are time bound,
there should be fallback mechanisms or deadlines for policy execution (similar to real time
operating systems) assuring a valid response in useful time.

5.1.2 Mobility Actuation Plane

The actuation plane involves different entities, and implies the extended use of the GAL to
transform the control plane decisions into actual protocol operation at the MEP. Figure 4
presents the mobility management backend and the terminal interacting through the defined
abstractions. There are enforcement points in all entities involved in the mobility process
(i.e. signalling and operations), that is the mobility management system in usage, and the
terminals on the user end. The GAL will then transform these commands into the
appropriate protocol actuators. Where required the protocol actuator passes the commands
to the involved terminals.

Control Plane Actuation Plane

Mobility
Enforcement
Point

Mobility Decision
Point

Mobility
Information Point

Generic Actuation Layer

Identity Management

. Protocol Protocol Protocol
Mob |||ty Actuator Actuator Actuator

Management

Mobility Decision Mobility
Point Information Point

Mobility Management

Mobility Decision Mobility
Point Information Point

Mobility
Enforcement Generic Actuation Layer
Point

Protocol Protocol Protocol
Actuator Actuator Actuator

Terminal

Figure 4 — Control (left) and Actuation (right) plane views

The protocol actuators, closely coupled to the MEP, provide the actual modular view that
enables our proposed architecture to act as a control blanket over current and future
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mobility solutions, protocol wise. Therefore, each protocol actuator should correspond to a
different technology (e.g. MIPv6, HIP or SIP), with the benefits of reusing currently
established protocols, and setting the performance similar to current systems. In fact,
performance issues become orthogonal to the management system, given that the modular
system cannot improve the performance of each individual building block.

5.2 — Architecture Instantiation

The described architecture is capable of modelling most mobility scenarios. However, for
the SWIFT specific instantiation concrete decisions on the mobility process must be made.
Following the reasoning in Sec. 5.1, we assign the designated roles to SWIFT entities and
protocol entities, further clarifying the abstract definitions.

Identity Management Mobility Management

Generic Actuation Layer
Policy
Appplication
Engine
PMIP
(LMA + MAG)

g
«s
3
c
Z
3
=
Q
<
£
5]
c
(5]
o

Identity Aggregator

Attribute Server
Move(IDx, Policy)

Figure 5 — Example Instantiation

The central element, in the scenario, is the Identity Aggregator, acting as the Mobility
Decision Point, by controlling the mobility process, based user’s identity (preferences and
contracts) and associated policies, and network status. Such information is collected from
the Attribute Server, which takes on the role of MInP. The policy engine, part of the
SWIFT architecture, is scattered between the MDP, which acts as the policy decision point,
and the MEP, which acts as the Policy Enforcement Point (through the application engine),
thus disseminating and enforcing mobility related decisions and policies.

For the mobility protocol, we employ PMIP [6] as the primary mapping protocol due to its
network based approach for handling mobility, which allows outsourcing mobility
decisions to the network. Therefore, both PMIP entities (the LMA and the MAG) compose
a single protocol actuator connected to the MEP.

When mobility is triggered by PMIP, the LMA uses the GAL to convert the event into
the correct semantics and to request a mobility decision to the IdAgg (acting as MDP). The
IdAgg collects the necessary information (e.g. user attributes, network information or
policies) from the AttS (acting as MinP). If the result of the information decision is to
perform a mobility action, e.g. change point of attachment, provider, or session condition,
then the IdAgg will format the resulting decision and distribute the appropriate decisions to
achieve the desired state in the network, which will be processed at the MEP by the policy
engine. The resulting actions will be sent to the correct GAL, where they will be
transformed from the mobility semantic decision into the correct protocol action and
towards the LMA/MAG. This process summarizes the nature of the mobility process in the
architecture.

6. Conclusion

The example presented already allows us to see how the mobility semantic is used
across different SWIFT elements, taking full advantage of the strong policy oriented
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mechanisms scattered through the network. In this scenario, mobility is in fact a true
distributed policy application, realized by the actuation layer which provides the movement
primitives. It’s also clear that the hierarchical policy approach provides great flexibility
when it comes to mobility management. However, the presented architecture should take
into account the possible overhead of such distributed functions, and act accordingly to
comply with mobility (time) requirements, especially considering that individual protocol
performance remains unchanged by this approach. The overall performance of the actuation
layer depends on the individual modules (protocols), which is as an orthogonal issue.

But, as the semantic definitions evolve, the mappings between the generic entities and the
real entities will start to become more apparent. In future iterations of the architecture the
generic entities, or roles, should be replaced entirely by SWIFT entities, and the entire
mobility process should be fixed. This means that in spite of having a generic enough
architecture, for instantiation purposes several roles must be clearly defined within each
realization of the generic architecture, such as at which levels are the decision outsourced
by the terminal, and how does the local network contribute to those decisions while
preserving the user’s privacy. Currently under definition are the functional interfaces, and
concrete messages that permit such interactions within the mobility framework.
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